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NEW QUESTION: 1Section A (1 Mark)The critical variable in the determination of the success of
the active portfoliois ___ A. Alpha/systematic riskB. Gamma/systematic riskC.
Alpha/nonsystematic riskD. Gamma/nonsystematic riskAnswer: C
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NEW QUESTION: 3In the physical security context, a security door equipped with an electronic
lock configured to ignore the unlock signals sent from the building emergency access control
system in the event of an issue (fire, intrusion, power failure) would be in which of the following
configuration?A. Fail OpenB. Fail SoftC. Fail SecureD. Fail SafeAnswer: CExplanation:The
context of this question is VERY important. As you can see, the question is in the Physical
Security context where they make reference to a door electronic access control mechanism.In
case of a power failure the door electronic lock would usually default to being unlocked which
is called Fail Safe in the physical security context. This allow people to evacuate the building
and make their way to a secure meeting point.If the signal is ignored the door will NOT become
unlocked as it usually does. People may be trapped inside or they may be expected to remain
inside to defend the facility, think of employment such as ambassy security or other high
security environment where your job description include risking your live to defend the facility
and its occupant. This is referred to as Fail Secure. Everything will remain locked and people
would not evacuate the facility. A synonym for Fail Secure is Fail Closed.Operations will be
expected to ensure that fail-safe and fail-secure mechanisms are working correctly. While both
are concerned with how a system behaves when it fails, they are often confused with each
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other. It is important for the security professional to distinguish between them:Fail-safe
mechanisms focus on failing with a minimum of harm to personnel, facility, or systems.
Fail-secure focuses on failing in a controlled manner to block access while the systems or
facility is in an inconsistent state.For example, data center door systems will fail safe to ensure
that personnel can escape the area when the electrical power fails. A fail-secure door would
prevent personnel from using the door at all, which could put personnel in jeopardy. Fail-safe
and fail-secure mechanisms will need to be maintained and tested on a regular basis to ensure
that they are working as designed.The other answers presented were not correct choices. See
some definitions below:Fail soft A system that experience a security issue would disable only
the portion of the system being affected by the issue. The rest of the system would continue to
function as expected. The component or service that failed would be isolated or protected from
being abused.Fail Safe A fail-safe lock in the PHYSICAL security context will default to being
unlocked in case of a power interruption.A fail-safe mechanisms in the LOGICAL security
context will default to being locked in case of problems or issues. For example if you have a
firewall and it cannot apply the policy properly, it will default to NO access and all will be
locked not allowing any packet to flow through without being inspected.Fail open A Fail Open
mean that the mechanism will default to being unlocked in case of a failure or problem. This is
very insecure. If you have a door access control mechanism that fail open then it means that
the door would be unlocked and anyone could get through. A logical securitymechanism would
grant access and there would be no access control in place.Fail closedA Fail closed mechanism
will default to being locked in case of a failure or problem. That would bea lot more secure than
Fail Open for a logical access control mechanism.Fail secureA fail-secure in the logical or
physical security context will default to being locked in case of apower interruption or a service
that is not functioning properly. Nobody could exit the building andnobody would be able to
come in either. In case of the logical context there is no access grantedand everything is locked.
The following reference(s) were/was used to create this question:Hernandez CISSP, Steven
(2012-12-21). Official (ISC)2 Guide to the CISSP CBK, Third Edition((ISC)2 Press) (Kindle
Locations 20247-20251). Auerbach Publications. Kindle Edition.
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